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SUMMARY: 
 

Emerging cybersecurity professional specializing in Security Operations Center (SOC) analysis, network 
defense, and cyber threat management. Leverages a comprehensive portfolio of industry certifications and 
practical experience in enterprise firewall administration to safeguard critical infrastructure. Proficient in 
utilizing SIEM platforms, Intrusion Detection Systems (IDS), and continuous network traffic analysis to 
proactively detect anomalies and mitigate vulnerabilities. Actively seeking an entry-level SOC Analyst 
position to contribute robust incident response capabilities and a commitment to continuous security 
enhancement within a dynamic organizational environment. 

EDUCATION: 
 

Bachelor of Computer Science at Modern Academy , Cairo, Maadi      September 2022 - May 2026 
Grade: 3.3/4.0 (Excellent) 

 

EXPERIENCE & INTERNSHIPS: 

Network Security Intern (Firewall Fortinet & Sophos) at IT Gate Academy, Cairo, 
Nasr city 

 
June 2024 - August 2024 

• Gained practical, hands-on experience in configuring, deploying, and managing enterprise firewalls, 
specifically focusing on Fortinet and Sophos environments. 

• Configured security policies, NAT rules, and VPN tunnels in lab environments to secure network 
perimeters. 

• Monitored firewall logs to identify unauthorized access attempts and traffic anomalies. 

Network Engineering Intern (CCNA Training) at IT Gate Academy, Cairo, Nasr 
city 

June 2023 - August 2023 

• Developed foundational networking skills, including routing, switching, and network infrastructure 
fundamentals. 

• Configured VLANs, OSPF, and static routing protocols within lab environments. 
• Utilized Cisco Packet Tracer to design, simulate, and troubleshoot network topologies. 

PROJECTS: 
 

AI-Powered Cybersecurity Lab — Multi-Layer Network Defense System • GitHub 
Designed and validated a fully automated, multi-layer network defense system integrating machine learning, 
intrusion detection, and automated firewall mitigation with zero human intervention. 

• Built a realistic enterprise network (GNS3 + VMware): 4 LAN zones, OSPF-routed Cisco backbone, VLAN 
segmentation, pfSense firewall 

• Captured a custom 80,000-sample labeled dataset using Scapy from real attack tools (Nmap, Hydra, 
Metasploit, Slowloris, hping3) 

• Trained an XGBoost classifier achieving 98.94% accuracy across 8 attack categories, benchmarked against 
Random Forest and Logistic Regression 

• Built a 4-layer detection engine (XGBoost + Suricata IDS + Zeek + rule-based heuristics) with a 3-tier 
confidence escalation framework 

• Implemented autonomous SSH-driven pfSense blocking, achieving a 100% detection/mitigation rate 
across 240 live attack trials with a Mean Time To Mitigation of 872 ms 

• Engineered 27 temporal, volumetric, and flag-based flow features and achieved real-time inference at 
11,200 samples/sec (0.089 ms/sample), enabling inline classification at line rate 

Tech stack: Python, XGBoost, Scikit-learn, Scapy, Suricata, Zeek, pfSense, GNS3, VMware, Cisco IOS 
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https://www.facebook.com/share/1CMoZfuiH7/
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SKILLS:  

Technical Skills:  

Core Competencies: Security Operations Center (SOC) Analysis, Incident Response, Vulnerability Assessment, 
Network Defense, Ethical Hacking. 

Tools & Technologies: SIEM, Intrusion Detection Systems (IDS), Wireshark, OpenVAS, Metasploit, Fortinet, 
Sophos. 

Systems & Scripting: Linux (System Administration), Kali Linux (Penetration Testing), Python (Security 
Automation & Scripting), SQL (Database Management & Querying). 

Soft Skills: Analytical Thinking, Problem-Solving Under Pressure, Attention to Detail, Self-Directed Learning, 
Team Collaboration, Technical Documentation & Reporting 

LANGUAGES:  

  Arabic - Native 

English - Proficient 

CERTIFICATES:  

SOC Analyst Learning Path from (LetsDefend) · Link August 2026 

Advanced Endpoint Investigations Learning Path from (TryHackMe) · Link April 2026 

SOC Level 2 Learning Path from (TryHackMe) · Link April 2026 

SOC Level 1 Learning Path from (TryHackMe) · Link April 2026 

Google Cybersecurity from (Google / Coursera) · Link September2025 

IBM Ethical Hacking with Open Source Tools from (IBM / Coursera) · Link October 2025 

Ethical Hacker from (Cisco Networking Academy) · Link October 2025 

Cyber Threat Management from (Cisco Networking Academy) · Link October 2025 

Endpoint Security from (Cisco Networking Academy) · Link October 2025 

Network Defense from (Cisco Networking Academy) · Link October 2025 

 

https://app.letsdefend.io/certificate/show/5f3e589a-b375-42b9-a256-f510c67b4900
https://tryhackme.com/certificate/THM-L2RJXZAWTZ
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https://www.coursera.org/account/accomplishments/specialization/YCCOMYTPOUQS
https://www.coursera.org/account/accomplishments/specialization/1852H9CKY6V4
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https://www.credly.com/badges/9e498662-28ca-4dea-8b04-efb3036081a0
https://www.credly.com/badges/284d10cc-0aee-4233-a1a5-7c79e8979273
https://www.credly.com/badges/5c632674-58a0-4408-89c2-14c7de02e6de

